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(Information security roles and responsibilities)
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3.15) n1sAduANNISIEDe (Access Control)

di ° o ¥ =] L3 d’ d‘ v ¥ ¥ 1 i

Waanfianisdnieasaumanazglninilszuoanassauma iiaanaan@asanunisdildauedigla
winnzanadudesrouaunisdi lssuuansawme Tngiarsauntispnnumnizanlunadnldanussunuainanuaidy
wazpNAaINIImMgInalsznauiudaniuunstuanlaende wiienusiumalulagasaumna fesdnnisanis
niadfeasluszuuasauna vialunsainldarnnsnasiunnluszuuansawmeld Wasiunnlaglduuunasu
NaanAReIiLulEUNEANNNLAILARASATAUINA WAZUENIIENITAINGIY NINLNIUAT HATNABINIINNGING LAY
ANNABINNIA AN LA AaRT A TAWMA

k4

Wetlasiunisidnfeszunlaellldsueynyie uaziietasiunisldaiuanngnlidansdnldauluss iy

seuud)iiAnng (Operating System)

3.16) nsusMIsaAmsanantal (Mdlunisigauminudnszuy) (Identity management)

[ i’/ a ¥ [ rd‘ ! d‘ a ¢ o ¥ =K v Yo a
'Jmmmaa%mmmmmﬂ@@mmﬂm '1/1LﬂumuuuwmmiwQ@ummﬂum@m’mﬁzuu ﬁl@ﬂiﬂ?ﬂﬂqi"ﬂﬁ‘ﬂ'ﬁ

o '

FANIAADANATTINUBITDNAFINATD

a

3.17) dauannaldasnunisigatnaay (Authentication information)
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3.17.1) ms"lmagam'a‘wgqummu%@tﬂumayaau (Use of Secret Authentication Information)
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3.18.1) Msamziliaunazn1snannaul iy (Account Registration and Deregistration)
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3.19)  ulsuneifganuANNANAUENUE lALENIsMeauan
(Information Security in Supplier Relationship Policy)
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Information Security Policy for Supplier Relationships)
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(Addressing information security within supplier agreements)
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3.21) MASUIINgAl amsanutuAlrantassaumAluiadl Ml LS MeuasHR RS A ICT
(Managing information security in the information and communication technology (ICT) supply chain)
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3.23) AnNNuAIlRaAAEaTARARIUSUNIS L EUSN1S Cloud
(Information security for use of cloud services)
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A58 ULNA (Information security incident management planning and preparation)
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3.24.3) NSUAUNARLLNATAYAFIVLAAR (Breach Management)
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(Assessment and decision on information security events)
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security incident category)
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3.26) mi%'ufl'aﬁ'ums;miniﬁ'mmwﬁ"umﬂ@amﬁ'ﬂmmumﬁ

(Response to information security incidents)
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(Learning from information security incidents)
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3.28) N1FLNUTIUTINUANGIU (Collection of evidence)
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3.29) ANuNuPsLaaAnERTAUNALUTVINANNSUL ATEIN (Information security during disruption)
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(Planning Cybersecurity and Information Security Continuity)
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3.30) ANANWTANAIU ICT LWAAMNABLURININGTNA (ICT readiness for business continuity)
3.30.1) msdfiRiNamsannsaseANAaiiasuAnNuAslaanieldiuasiazdsAUINA

(Implementing Cybersecurity and Information Security Continuity)
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(Verify, Review and Evaluate Cybersecurity and Information Security Continuity)
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(Compliance With Legal and Contractual Requirements Policy)
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(Identification of Applicable Legislation and Contractual Requirements)
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3.32) msﬂmnuﬂwmmwswmumqﬂmmﬂ (Intellectual property rights)
dwiuusd azsrunazd WiLmioenu asdnsnmiun Wenansdyaynsing o Dnan endesiungrane @ visevsluag
uacAvid lunsnefRumailoyan (ntellectual Property Rights) gnaaiuldnmiseuansaume leasiuiinaslussuniansaume wiialu
dd‘ 1 o =K v o =3 1 & 9 dl ° ¥ I ¥ a o
et ansnsnasiun s uasaumalaazd i ve e memsdtyan erauananwug gl linauawu

a a Qrdl Yo ¥ v ¥ & e‘ldl Yo 1 %’/
AUAVEN U n warldeu sesldnumendiafldfuewnynwiiu

3.33) nsifasnudayaiuiin (Protection of records)
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3.34) ﬂﬂiﬂﬂdﬁuﬁ/agadauqﬂﬂ@ (Privacy and protection of personally identifiable information)
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3.35) NI1SHAUMIUNITINEIANNNUAILaaRNEdITEUNALALRUILUDESE
(Independent review of information security)
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3.36) msUfiRmnulaung g wazaRsgIumMUANNNUAIlaaaNaRITRWNA
(Compliance with policies, rules and standards for information security)
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3.36.2) ANu@anARaInUNguananslnasiayadiuyAfs uaz N1ATFIY
(Compliance with Personal Data Protection Act and Standards)
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3.37) L’rﬂﬂﬂ’]ﬁﬂﬁ‘zﬂ'ﬂumiﬂﬁﬁad’m (Documented operating procedures)
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3.38) ulaunan1sannisiandns (Document Management Policy)
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3.38.2) N19ARTUAINALARILANAT

(1) medpduauduazsasgniiuun wazdasuidaenasluBnnmiuldatdniau by sienais s
:I/ dl I A a a &
lanans naanansiag lugluuunseany vidagluuudidnnsetindla

(2) WwNA1INYNUIBaNANIELLABNARDFATABIgNINMUATUANNALEENINFa
(3) enanslugtuuunIzaHAsAeIgNNIMUATUAYINAL wazapLiuluan unnlaandsuazilasiunisdngs
(4) nansienliinisnmuaduanauls yaenansazgniivusduanauLu “ldnialusasnaingu

(Internal)” Tne18m 1R

3.38.3) MIAAMSLANAITNLATLNITAYNALAT
BNANTAILAN UIBIBNAIINANITAATUAIINAY (Information Classification Level : ICL) TuszAu A uA L
(Confidential) vi7a fasadanLAna (Personal) wazlAFunisewsimuds avsadLifuim Al
= FFuniemsnaniu diudes (Weand) pouannialasuuilas pouaunesiuenans euls uazindy
a @ = o“ﬂl o [~
L@ﬂmﬂugﬂLL‘LI‘LI@L@nm@unfﬂwfamemmublfﬂuj‘::‘uu WHA Document Management System (WHA-
DMS) naunazgninll1d@eansvisemaung
Yo o :j/ o/ 1 o ¥ o 1 :’/ o
= g unisniauuadunandu (1CL) atsdaauiaziniasguasudanivusaesusasdunauay
= enanslugtuuugidnnsetindaziegndnfivlu WHA-DMS wind iveliiiaaaunianlunisdnnee
aa a v K a a v K v ° 1 v
HAnBdDe Tne@vEn 9N IaenNa19a A egNNNUUABENNDNABILATINNZAN

= Jliihduunenans viaweuns neulsiniseyninain IRaeaenans (Document Owner)

" enanswesiuneunisdiings asdesgniussnusiuanidannisldam uasdesliasnsnrin i denuls

3.38.4) dszianiandrsAruAN
\BNANTATLANYBILITEN Hevorieil
(1) ulauaeesLssm (Organization policy)
2) ﬁ@ﬁwummiﬂﬁﬁmmmﬁﬁm (Organization procedure)
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3.38.5) N1FAANISLANAITRLIUSIS
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3.39) nisuswIsANNLAsNAUANUaannelduasLasRITEUINA

(Cybersecurity and Information Security Risk Management)
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3.39.1) msUsziiuANudssAulaannalduasiaza1saunA (Cybersecurity and Information Security Risk

Assessment)
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3.39.2) msanANNIAENAuANNLlaanstlduasuazd1sAUNA

(Cybersecurity and Information Security Risk Treatment)
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4)  NIMSNITATULARINS (People controls)
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41)  N19AALAAN (Screening)

N13MIRae L INAIeddaiAT Ui asiinIsaiiunisinedl Avndenndesiungunie uavssidaudaieAy
Imwﬂqmmwé”wmnmﬂmﬁmmm@muﬂiﬁﬁmmqﬂmrifauﬁ%ﬁ’]madqf-’m i1 MANFIUNTIANE YARREINEY
dsgiRniavineuarnmisanufudeiaiiy uasiangnsinienaniseans Wudu TnsenzsumbenilAaadasiy

o o o

doyad1Aya0999ANs axfasiinisnsaaauiiui

> i [ .
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4.4) N92U2UN15N19218 (Disciplinary Process)
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4.5)  AMUTURATRUNENRINITAUGA WFan1silReuLlaIn15a199u
(Responsibilities after termination or change of employment)
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46) URANRNMISNEIANNALWIANS LN AraANAY (Confidentiality or nondisclosure agreements)
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4.8) NMFFIBNUUANTATINEITAINUANNNUASLADAA AN TRULA
(Information security event reporting)
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5) NATNIINIIMENIN (Physical controls)
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5.1) YALLUANIALSLIULALTALNIINLNIN (Physical Security Perimeter)
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(Securing Office, Room and Facilities)
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LS a o‘d’l dl o o £ % o £ % & 1 Yo [ dl
@uﬂﬂ‘ﬂNWQLﬁ]’ﬂi‘ Wuﬂumumm NAININIU LL@SM@GQﬂﬂﬁ‘Mﬁ]N “'| mivl,mummm@muimm:uuerhim\i ki
=2 Y v v dlv o o/ A o dl a v a ij/ v dl o
m@mmmmﬂﬁjL@Wmmﬂmmwﬂ@@mm a‘:uum&m&mmmuﬂmmu@qﬂg‘ﬂ LATNITAARANNARY CCTV L‘W@ﬂmﬂu

¥y K M Yo
ﬂ’??Lilﬁﬂ\‘lﬂ/]ﬁ\iﬂ’]ﬂﬂﬁwtﬂﬂvlmmi“i_lﬂ‘léﬂn_,l"ll?]




WHA Group
ulgrngmasanisanusiuavasans loussussasawna
Cybersecurity and Information Security Management Policy GROUP

5.5) miﬂmﬁ'usiaﬁ'ﬂQnmumnmﬂuammmmwmeﬁ'au

(Protecting against External and Environmental Threats)
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57) Thzvirnuilsasensedinnuacnmatlamnuninaanasiaimas (Clear desk and clear screen)
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5.8)  mMaat m’mmzﬂmﬁ'uqﬂﬂitﬁ (Equipment siting and protection)
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5.10) u‘iaummsqmmsaauuﬁnmaga (Media Handling Policy)
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6) masmMsmamalulag (Technological controls)
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6.2) ANBNSLUNDGLUSEALNLAE (Privileged access rights)
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6.3) NNAANISLINDNAITAULNA (Information Access Restriction)
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4) HldasaananszuuiAzatng (Log-off) viui e ldauiaianze iilavuandusasldeuan

o
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6.4) NNSINNANSLINDITRASHLAR (Access to source code)
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6.5) NIsRgAUAIAUTNAMNNUAILRaANY (Secure authentication)
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6.6) N1TUTUITAANITUAAINAINITOURITZ LU (Capacity Management)
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6.7) ulaunanisiasnuldsunsulaidseaanm (Protection from Malware Policy)
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6.8) uUlaALNENITUTWITAANITERILNINIUNAUA (Technical Vulnerability Management Policy)
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6.8.1) N19UIUITAANITTRILNINIUNALA (Management of Technical Vulnerabilities)
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6.9) NI1TUTUITARNITNITANATITEUL (Configuration Management)
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6.10) m’mu‘ff’ag@ (Information deletion)
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6.12) Mstlainunssaluatastays (Data Leakage Prevention)
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6.13) u‘iﬂmﬂmsd"]sm"ﬁ'@gﬂ (Backup Policy)
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6.13.1) ﬂﬁiﬁﬂ’i@ﬂ‘ﬁ"ﬂgﬂ (Information Backup)
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6.15) u‘ﬂamam‘;‘uumn%aga@@n uazn19LdN9E29 (Logging and Monitoring Policy)
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6.16.1) NITAAMINNITVNIULRILATRILNUNE (Server Monitor)
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6.21) ANNNUAILRaANa®INTULSNSIATRTNE (Security of Network Services)
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6.22) MSULGLEANLATRAE (Segregation in networks)
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(Secure system architecture and engineering principles)
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(Security testing in development and acceptance)
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(Separation of development, testing and operational environments)
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(Protection of information systems during audit testing)
ileaRNANIZNLARsAANINN1sAIIaLlssIfuss ULl Bng
6.34.1) IMgN1sATAaUsELHUIzUY (Information Systems Audit Controls)
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